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1. INTRODUCTION

The DESDEMONA Decision Support System (DSS) cannot be considered a generic software
application, as it directly influences maintenance task assignment, operator cognitive workload,
safety conditions, and ultimately human well-being in industrial environments. For this reason,
Testing, Verification, and Validation (TV&V) represent not merely a technical phase of the project,
but a fundamental scientific and ethical requirement. Decisions supported by the DSS may affect both
operational performance and human factors; therefore, the reliability, correctness, and
appropriateness of the system must be rigorously demonstrated.

The DSS integrates heterogeneous and complex components, including analytical models for
cognitive workload assessment, multi-criteria and context-aware ranking algorithms, human-centred
inputs such as operator competencies and emotional state, and a web- and API-based operational
platform. This level of integration increases the risk that errors, biases, or mismatches between
requirements and implementation may propagate through the system. If not properly assessed, such
issues could result in incorrect operator—task assignments, excessive cognitive overload, reduced
operational safety, and a loss of trust from industrial stakeholders and end users. TV&V activities are
therefore essential to ensure that the DSS has been implemented correctly, that it conforms to the
requirements, and that it produces meaningful, reliable, and usable results when applied to realistic
maintenance scenarios.

Although often used interchangeably, Testing, Verification, and Validation address distinct scientific
questions and play complementary roles within the project. Verification focuses on determining
whether the system has been built correctly with respect to its formal specifications. In the context of
DESDEMONA, verification assesses the correctness of the implementation of the ranking
algorithms, the integrity of data flows between operator and task features, the correctness of API
behaviour and outputs, and compliance with the defined architectural and functional requirements.
Validation, in contrast, addresses whether the DSS is the right system for its intended purpose. Within
the DESDEMONA project, validation evaluates whether the DSS rankings are meaningful and
credible for maintenance decision-making, whether the outputs are consistent with human factors and
ergonomics theories, whether the system improves task assignment compared to baseline approaches
or expert judgment, and whether it effectively supports human well-being and cognitive workload
balancing in line with Industry 5.0 principles. Validation is carried out through laboratory-controlled
case studies, realistic maintenance scenarios, and comparisons with expert or reference decisions,
together with an analysis of benefits, limitations, and usability. Testing represents the operational
activity that supports both verification and validation. Testing provides empirical evidence that
verification conditions are satisfied, that validation experiments are reproducible, and that the DSS
behaves robustly across different scenarios and configurations. In this sense, testing is the
methodological means, while verification and validation are the overarching objectives.

The primary objective of the TV&V activities in WP7 is to demonstrate that the DESDEMONA DSS
is technically correct, scientifically sound, and operationally meaningful. Specifically, TV&V aims
to confirm full compliance with the requirements, ensure the correctness and robustness of the DSS
implementation, and validate its effectiveness in supporting human-centred maintenance decision-
making. The expected results include a verified and validated DSS platform, documented evidence
of correctness and performance, identified limitations and improvement opportunities, and increased
confidence in the system’s applicability in real industrial contexts. These outcomes are essential to
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support the scientific credibility of the project and to enable the future adoption and exploitation of
the DESDEMONA DSS by industrial and academic stakeholders.
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2. RELASE OF THE DSS OPEN-WEB-PLATFORM

2.1 System overview

The DESDEMONA (Decision Support System for Maintenance Operations) platform is an advanced,
human-centered intelligent system designed to optimize the assignment of maintenance tasks to
industrial operators. The system leverages sophisticated multi-model algorithms to analyze operator
competencies, psychophysiological status, and task requirements, providing optimized, personalized
task allocation suggestions. This document serves as a comprehensive guide for both end-users
interacting with the web-based interface and developers seeking to integrate the core functionalities
via the exposed RESTful API.

The platform's architecture is built on a clear separation of concerns, offering core functionalities
through a unified set of endpoints accessible via the web interface and directly through API calls. A
critical feature is the system's ability to manage user-specific configurations via Google Firestore,
ensuring that each authenticated user's data (e.g., custom operator profiles, task definitions) is isolated
and persistent.

2.2 Web Platform Functionality (User Interface)

The DESDEMONA open-web-platform, (pre-production environment) accessible at
https://desdemona-fe.onrender.com/, provides an intuitive interface for configuring scenarios and
executing the core ranking algorithms (the full operative production environment will be released at
the end of the project).

a. User Authentication and Configuration Management: The platform utilizes an authentication
system to manage personalized data according to follow attributes:

Feature Description Technical Implementation
Sign In / Sign Up Allows users to create new accounts or ~ Authentication is managed via a standard
log into existing ones. token-based system.
Personal Configuration Upon successful login, the system Data Persistence: User-specific data is stored

retrieves the wuser's saved data, and managed in a Google Firestore database,
including customized operator and ensuring secure and scalable configuration
task profiles. management.

Download Config Enables the user to download their This feature directly exports the current state
current configuration (operators and of the user's Firestore-managed data.
tasks) as a local file for backup or
external analysis.

b. Scenario Configuration and Execution: The main interface is divided into sections for defining
maintenance activities, selecting operators, and running simulations (Fig. 1). The main
dashboard allows for the selection of tasks and operators before running the Decision Support
System (DSS) algorithms.
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Element

Description

1. Simulation Controls

2. Activity Selection

3. Task Details

4. Operator Cards

5. User Management

Buttons to execute the core ranking algorithms (Run RRanking, Run MRanking) and
view results (Simulation & Results).

Dropdown menu to select the specific maintenance activity for the current scenario
(e.g., "PREVENTIVE MAINTENANCE...").

Collapsible section to view the specific tasks associated with the selected activity and
their complexity level (e.g., "VERY LOW").

Individual cards for each operator, displaying their name, a checkbox for selection, and

their calculated average competency score.

Buttons for Sign In, Sign Up, and Download Config, reflecting the Firestore-backed
user configuration.

( -aD

Sign Up 4. Download Config

[ Run RRanking [ Run MRanking %/ Simulation %7 Simulation & Results

PREVENTIVE MAINTENANCE OF THE REVERSE OSMOSIS WATER PURIFICATION SYSTEM + Add New Activity

Vv PREVENTIVE MAINTENANCE OF THE REVERSE OSMOSIS WATER PURIFICATION SYSTEM

PREVENTIVE MAINTENANCE OF THE REVERSE OSMOSIS WATER PURIFICATION S... [/EAEe))) Select All

V' Tasks Associated

Mechanical isolation
Electrical isolation

System disassembly

(Preventive) replacement of micro-components
System reassembly

General cleaning

Mechanical reconnection

Electrical reconnection

Monitoring of single values 1

Monitoring of single values 2

Certification of maintenance activities performed 1

v select All Operators (@)

0 2
Operator 1 Operator 2
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Operator 3 Operator 4 Operator 5 Operator 6

Avg: 4.09 Avg: 438 Avg: 431 Avg: 4.19 Avg: 391 Avg: 415

Figure 1. DESDEMONA Main Interface

The platform offers two distinct algorithms tailored for different operational needs:

Algorithm  Interface Button Focus Complexity Best Use Case

RRanking Run RRanking

Speed and general- Low to Medium.  Real-time decision-making,
purpose operator- Uses a multi- rapid assessment of large
task matching. dimensional operator pools.
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function
MRanking Run MRanking Contextual High. Strategic planning, critical
optimization, Incorporates maintenance operations,
multi-task advanced complex multi-step
scenarios, and machine learning  workflows.
temporal and contextual
dependencies. factors.

c. User Authentication Interface: The login modal (Figure 2) is the gateway to the personalized
configuration stored in Firestore (Fig. 2).

Sign In

chifers1@gmail.com

Figure 2. User Sign-In Modal

2.3 API Integration and Programmatic Access

The core intelligence of DESDEMONA is exposed via a comprehensive RESTful API, allowing
external platforms and systems to programmatically access and utilize the ranking algorithms and
data management features.

Base URL: https://desdemona.onrender.com/api

a. Authentication and Authorization: The API employs a hybrid authentication model
e Public Access (No Auth Required): All Read operations and Ranking calculations
are publicly accessible, facilitating rapid integration and testing.
e Protected Access (Bearer Token Required): All Modify operations (Add, Modity,
Delete) require a valid Bearer Token in the Authorization header. This token is
obtained through the web platform's registration process.

b. Essential API Endpoints: The endpoints are logically grouped by function according to
following framework.

Endpoint Method Function Authentication
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/readOperatorFeatures GET Retrieves features for a specific None
operator.
: ; None
JreadTaskFeatures GET Retrieves features for a specific
E— task.
. Executes the RRanking None
/rankOperatorSelection2 POST Algorithm for fast ranking.
Executes the MRanking None
[rankOperatorSelection POST Algorithm for complex, context-
aware ranking.
Adds a new operator profile to Bearer Token
/addOperator POST the user's configuration.
Bearer Token
/deleteOperator DELETE Ren}oves an ope.rator from the
user's configuration.
: Bearer Token
/modifyOperatorFeatures/bulk PUT Updates multiple features for an
operator.
/modifyTaskFeatures PUT Updates the features of a specific Bearer Token

task.

c. This case study demonstrates how an external system (e.g., a maintenance planning software)
can use the DESDEMONA API to find the optimal operator for a new, critical task by

leveraging the RRanking Algorithm (/rankOperatorSelection?2).

d. Scenario: A new task, "Emergency Valve Replacement", requires high scores in Manual
Dexterity (F9) and Work Under Pressure (F4). The system needs to rank a list of operators

based on their suitability for this task.

Step I.  Define the Task and Operator Data (JSON Payload) - The API requires a single JSON
payload containing the task requirements and the operators to be ranked. We will use

the standard feature structure.

"input": "Emergency Valve Replacement”,
"allTaskFeatures": {
"EMERGENCY_VALVE_REPLACEMENT": {
"Valve Replacement": {
"F1": 5.0, "F2": 4.0, "F3": 3.0,
"F4": 9.5, "F5": 5.0, "F6": 4.0,
"F7":6.0,"F8": 5.0, "F9": 9.0
}
}
b
"selectedOperators": |
{
"name": "Operator Alpha",
"features": {

"Memory": 6.0, "Lev. Profes Train": 7.5, "Lev. Educ.": 8.0,
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"Work U. Press.": 9.2, "Workload Man.": 7.0, "Soft Skills": 6.8,
"Dec. Making": 7.2, "Observance": 7.8, "Manual Dex.": 9.5
}
b
{
"name": "Operator Beta",
"features": {
"Memory": 8.0, "Lev. Profes Train": 6.0, "Lev. Educ.": 7.0,
"Work U. Press.": 5.5, "Workload Man.": 8.0, "Soft Skills": 7.0,
"Dec. Making": 8.5, "Observance": 8.0, "Manual Dex.": 6.0
}
}
]

Step II. Python Code Example (Ranking Call) - The following Python script uses the requests
library to call the /rankOperatorSelection2 endpoint.

import requests
import json

BASE_URL = "https://desdemonapp.onrender.com/api"
ENDPOINT =" /rankOperatorSelection2"
URL = BASE_URL + ENDPOINT

# The JSON payload defined in Step 1
payload = {
"input": "Emergency Valve Replacement”,
"allTaskFeatures": {
"EMERGENCY_VALVE_REPLACEMENT": {
"Valve Replacement": {
"F1": 5.0, "F2": 4.0, "F3": 3.0,
"F4": 9.5, "F5": 5.0, "F6": 4.0,
"F7":6.0,"F8": 5.0, "F9": 9.0

}
}
I
"selectedOperators": |
{
"name": "Operator Alpha",
"features": {
"Memory": 6.0, "Lev. Profes Train": 7.5, "Lev. Educ.": 8.0,
"Work U. Press.": 9.2, "Workload Man.": 7.0, "Soft Skills": 6.8,
"Dec. Making": 7.2, "Observance": 7.8, "Manual Dex.": 9.5
}
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b
{
"name": "Operator Beta",
"features": {

"Memory": 8.0, "Lev. Profes Train": 6.0, "Lev. Educ.": 7.0,
"Work U. Press.": 5.5, "Workload Man.": 8.0, "Soft Skills": 7.0,
"Dec. Making": 8.5, "Observance": 8.0, "Manual Dex.": 6.0

}
}
]

}
# Set the headers for JSON content
headers = {

"Content-Type": "application/json"
}
try:

response = requests.post(URL, headers=headers, data=json.dumps(payload))
response.raise_for_status() # Raise an exception for bad status codes (4xx or 5xx)

ranking_results = response.json()
print("--- API Call Successful ---")
print(json.dumps(ranking_results, indent=4))

# Example of result processing: finding the top-ranked operator
if ranking_results and isinstance(ranking_results, list):
top_operator = ranking_results[0]
print(f"\nOptimal Operator for Task: {top_operator['name']}")
print(f"Compatibility Score: {top_operator['score']}")

except requests.exceptions.RequestException as e:
print(f"API Call Failed: {e}")
if response is not None:
print(f"Response Status Code: {response.status_code}")
print(f"Response Body: {response.text}")

Step III. Expected Result (Conceptual) - The API is expected to return a ranked list of
operators, with the most suitable operator at the top, based on the DSS calculation.

[
{
"name": "Operator Alpha",
"score": 0.95,
"details": "High match on Manual Dex. and Work U. Press."
}l

10
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{
"name": "Operator Beta",
"score": 0.62,

"details": "Lower match on critical task requirements."

}

2.4 Technical Architecture: Firestore Configuration

The user-specific nature of the DESDEMONA platform is managed through the integration of Google
Firestore as the primary data persistence layer for configuration data.

Firestore serves as the backend for managing the user's personal "environment," which includes:

» Operator Profiles: The full set of operator profiles and their current competency scores.
» Task Definitions: The library of maintenance tasks and their associated feature requirements.

» Historical Data: Potentially, logs of past simulations and results.

This architecture ensures that:

1. Multi-Platform Consistency: Changes made via the web interface are immediately reflected
in the data accessed by the API, and vice-versa.

2. Scalability: Firestore provides a highly scalable and reliable NoSQL database solution capable
of handling a growing number of users and complex data structures.

3. Security: User data is securely partitioned, meaning a user's login token only grants access to
their specific configuration data within the database.

11
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3. PLANNING THE TESTING, VERIFICATION AND VALIDATION OF THE
DESDEMONA DSS

This section outlines the planning of the Testing, Verification, and Validation (TV&V) activities for
the DESDEMONA Decision Support System (DSS). The aim is to define a structured, transparent,
and scientifically grounded approach for assessing the DSS, ensuring compliance with project
requirements and coherence with the objective of supporting human-centred maintenance decision-
making. TV&V activities are planned within WP7 and represent the final consolidation phase prior
to dissemination and exploitation. Given the heterogeneous nature of the DESDEMONA DSS -
combining analytical cognitive workload models, multi-criteria ranking algorithms, human-related
inputs, and a web- and API-based operational platform - the TV&V activities must be carefully
planned and clearly differentiated. The planning distinguishes among testing, verification, and
validation, while ensuring traceability and logical consistency across them. All functionalities
exposed through the web interface and APIs, including scenario configuration, operator selection,
ranking execution, simulation, and result visualization, are intended to be subject to TV&V activities
and documented in the final report.

3.1 Objectives of the TV&V Planning

The overall objective of the TV&V planning is to ensure that the DESDEMONA DSS is technically
correct, reliable, robust, and suitable for its intended use. More specifically, the planned activities aim
to demonstrate compliance with the defined requirements, assess the correctness and robustness of
the software implementation and algorithms, evaluate the usefulness and interpretability of DSS
outputs in realistic maintenance contexts, and provide documented evidence supporting scientific
credibility, reproducibility, and future industrial adoption. The expected outcome of this planning
phase is a clear roadmap defining potential methods, evaluation criteria, test cases, and types of
evidence to be collected and analysed in the final report.

3.2 Planning of Verification Activities

Verification activities are planned to assess whether the DESDEMONA DSS has been built correctly
with respect to its specifications and requirements. The focus of verification is on internal correctness,
consistency, and compliance, independently of the operational usefulness of the outputs. Verification
may address all software components of the DSS, including ranking algorithms, data handling
mechanisms, APIs, and user interface logic. Possible verification approaches include unit testing of
the ranking algorithms to assess the correct implementation of the underlying mathematical and
logical models; integration testing to examine interactions between the front-end, backend services,
and data storage; and API-level checks to verify conformity of inputs and outputs with the defined
data structures. Additional approaches may include consistency checks between operator features,
task features, and resulting scores, as well as boundary or stress testing to explore system behaviour
under extreme or atypical input conditions. The expected result of the verification phase is evidence
supporting the correctness and robustness of the DSS implementation with respect to its
specifications.

12
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3.3 Planning of Validation Activities

Validation activities are planned to assess whether the DESDEMONA DSS is suitable for its intended
purpose, namely supporting human-centred maintenance task assignment while accounting for
cognitive workload and operator well-being. Validation is inherently context-dependent and focuses
on the credibility, relevance, and interpretability of DSS outputs in realistic operational scenarios.
Validation may be conducted through laboratory-controlled case studies using representative
maintenance scenarios configured through the DSS interface. These scenarios may vary in terms of
task complexity, operator profiles, and workload conditions. Possible validation approaches include
scenario-based evaluation, comparison with expert judgments or reference decisions, and qualitative
assessment of the usability and clarity of DSS outputs. Where appropriate, sensitivity analyses may
be used to investigate how variations in input parameters influence ranking outcomes, thereby
supporting transparency and interpretability. The expected outcome of the validation phase is
evidence that the DSS provides meaningful and context-appropriate recommendations consistent with
human-centred and Industry 5.0 principles.

3.4 Planning of Testing Activities

Testing activities are planned as the operational means supporting both verification and validation.
Testing provides empirical observations on system behaviour and supports the assessment of
correctness, robustness, and reproducibility across different configurations and usage conditions.
Planned testing approaches may include functional testing of the web platform functionalities, such
as activity selection, operator management, scenario execution, simulation, and result visualization.
API testing under different input configurations may be used to examine response correctness,
consistency, and error handling. Scenario-based testing can support both functional assessment and
validation-oriented analyses. In addition, regression testing may be considered to ensure that system
refinements or calibration activities do not introduce unintended effects. Where relevant, performance
and robustness testing may also be explored to evaluate system stability under repeated executions or
increased data volumes. The expected result of the testing phase is a documented set of test outcomes
demonstrating stable and coherent DSS behaviour.

3.5 Integration and Final Reporting

The planned TV&V activities are conceived as complementary and mutually reinforcing. Verification
addresses compliance with specifications, validation assesses suitability and usefulness in context,
and testing provides the empirical basis supporting both. All functionalities of the DESDEMONA
DSS are intended to be tested, verified, and validated, with results systematically analysed and
reported in the final project documentation. This integrated approach supports both the scientific
robustness of the DSS and its potential adoption in real industrial environments.
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